
 
 
 

DATA PROTECTION POLICY 
 
Warren Road Primary School is responsible for and must be able to demonstrate compliance with data 
protection legislation detailed in the requirements and principles of the Data Protection Act 1998 which will 
be replaced by the General Data Protection Regulation, 2018. 
To ensure we meet our responsibilities, it is essential employees and volunteers comply with data 
protection law and any other policies, guidelines or instructions relating to personal data in the course of 
their work. 
Personal data is information that relates to an identifiable living individual that is processed as data. This 
includes dates of birth, addresses, assessment information, medical information and photographs. 
Processing personal data is collecting, using, disclosing, retaining or disposing of information. The data 
protection principles apply to all information held electronically or in paper files. 
 
Fair Processing 
Data protection law allows us to process personal data where there are fair and legal grounds which justify 
this information.  
Where consent is relied upon, it must be freely given, informed, specific and unambiguous. Where consent 
is requested, it will be made clear to individuals how consent can be withdrawn. 
In line with the Information Commissioner’s Office (ICO) guidance Warren Road does not use consent as a 
legal ground for processing personal data unless the data processing activities are genuinely optional. 
 
Transparency 
We will provide individuals with information about how we use their data on data collection forms and in 
privacy notices. We will supplement these notices, where appropriate with reminders or additional 
information.  
Some categories of personal data are particularly sensitive and include details relating to racial or ethnic 
origin, religious beliefs, physical or mental health, sexual orientation, biometric data and criminal offences 
or convictions. Where special category data is concerned, there will be specific statutory grounds to collect 
and process this information. The appropriate legal ground will depend on the circumstances. 
 
Data Integrity 
Data held will be as accurate and up to date as is reasonably possible. Data held will be adequate and not 
excessive in relation to the purpose for which the data is being held. To ensure compliance with this 
principle, we will check records regularly for missing, irrelevant or excessive information and may contact 
data subjects to verify certain items of data. 
 
Retention of Data 
Records containing personal data should only be kept for as long as they are needed for the identified 
purposes and highlighted in our retention notices. 
 
Security  
Keeping personal data safe and complying with Warren Road’s security procedures to protect the 
confidentiality, integrity and availability of personal data is a key responsibility for employees and volunteers 
working at Warren Road.  
Employees and volunteers will be familiar with and implement the guidelines detailed in the organisational 
and security measures detailed in the related policies and guidelines – see below. 
  
Authorised Disclosures 
We will, in general, only disclose personal data about individual with their consent unless there are specific 
statutory duties and obligations for not doing so. 
 
Transfer of data to another country 
Personal data will not be transferred to another country without adequate safeguards. 
 
 
 
 
 



Subject Access 
Individuals have certain rights when it comes to handling their personal data through a subject access 
request (SAR). This must be made in writing and entitles an individual to receive a copy of the personal 
data we hold about them, together with information about how and why we process it and other rights they 
have. This enables them to check we are lawfully processing their data. 

Processing by Others 
A third party organisation that processes personal information on the school’s behalf is known as a ‘Data 
Processor’. The school remains responsible for any processing that a data processor might do for it. An 
agreement between the school and third party will be set up which sets out how personal information will be 
securely processed and action taken in the event of a breach.  

Reporting Breaches and Compliance with the General Data Protection Regulation 
We take any data protection breaches very seriously. These can include lost or mislaid equipment or data, 
use of inaccurate or excessive data, failure to address an individual’s rights, accidental sending of data to 
the wrong person, unauthorised access of data and deliberate attacks on systems. 

It is the responsibility of all employees and volunteers to report all breaches to the Data Protection Manager 
who is the headteacher. The breaches will be reported to the school’s Data Protection Officer who will 
decide whether the breach should be reported to the ICO. Any reportable breaches will be made within 72 
hours of discovery.  
If a personal data breach is likely to result in a high risk to the rights and freedoms of individuals, we will tell 
affected individuals that there has been a breach and provide them with information about its likely 
consequences and the mitigation measures we have taken.  

The DPO will provide the link governor with a termly report on any breaches and the resulting action taken. 
The DPO will review the implementation of this policy and related policies and privacy notices as well as 
the effectiveness and development of systems to ensure compliance with the GDPR. 

Training 
We require all employees to undergo some basic training to enable them to comply with data protection law 
and this policy. Additional training may be required for specific roles and activities involving the use of 
personal data. Staff will also be reminder regularly about their rights and responsibilities about the 
processing of personal data. 

Related policies / documents: 
· Pupil and staff privacy statements
· E-Safety Policy
· Safeguarding Policy
· Staff Handbook

More information about GDPR can be found at https://ico.org.uk/ 

Data Protection Officer: Tony Rolfe 
Link Governor: Jo Salacinski 


